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Purposes:
Computer systems require security protection against virus, Malware and other common security threats like hackers etc., during system protection tests, anti-virus application does guarantee full system protection against all threats mentioned above. It’s necessary for security experts to conduct penetration test to ensure that the system is well secured and the possible loop holes for threats are well tackled.
To catch  penetration testing approaches bypass anti-virus tools developed. In the past years, there were few tools techniques used by the experts to bypass the anti-virus. For instance, code modification, binary editing, packing, recompilation and Crypter. Crypter is one of the best tool used by experts to encrypt Malware file and bypass anti-virus without losing it’s functionality.
Tasiopoulos et-al developed Crypter with latest techniques which receive Malware file as input and gives unique output each time. However it could be improved and more options could be added. In my opinion the following options could be added to improve the Crypter.


· Cloud base Encryption.
Tasiopoulos et-al builds the Crypter with basic features that makes best to perform as a desktop application; the main purpose of Tasiopoulos was to ensure that windows operating system is encrypted against Malware. Cloud or web technologies will not only remove windows dependency but also enhance the accessibility of Crypter which can be accessed from any geographical proximity as long as one is using Cloud or web technologies. Security option can be added to increase the user authentication in the cloud system. Encrypted and un-encrypted files can be stored on Cloud system.
· Icon changing feature.
Changing in icon can affect virus signature. Vasileios et al clearly indicted how to find virus signatures, which means change in icon will affect the HEX code or binary.  It is now possible to run tests on the HEX code or binary. This change in icon has also affected also the user interaction such as windows fax and image viewer icon where the user’s file is a photo, while the file is an application.
·  Inject in to other process.
Inject in to other process is an essential and critical feature. As author Τασιόπουλος defined how to inject one process in other process can be performed using dll file. Inject feature will hide original Malware from Windows Task Manager.
·  Anti Virtual Machine.
Anti Virtual Machine feature is also very important in this particular section. Anti Virtual Machine will disable the virus file’s functionality test in virtual mode. As Sandbox detection techniques execute the file in virtual mode for testing behavior and actions of file.
·  Assembly Changer.
Change in file assembly can alter with the file’s assembly information which may change the user interaction. This also changes file binary and HEX code which can remove the virus signature.
·  File Compression
Crypter increases the functionality and also provides encryption. The virus file size will increase, in the process the user can easily compare with original file size for the difference in file size. With file compression feature the user can able to decrease the size.
Background:
Anti-virus- this are softwares which are used to detect, remove and prevent computer viruses such as Malware, worms, Trojans. Anti-virus applications are very complicated types of software. In this particular section we will only be concern on how anti-virus software identifies virus’s files and what must be done to prevent virus file detection.
Following Techniques are generally used for viruses’ detection;
· Signature Based Detection:  An already identified viruses pattern or signature are stored in anti-virus database, anti-virus compares the binaries patterns of virus files in database. If virus match found in database, then anti-virus perform actions such as removing the file, repair file, or quarantine. 
Removing file is simply deleting the virus file, repair is only performed to protect infected files in which virus has merged, quarantine is special storage area used to store detected virus files. Manually, users or administers can change the anti-virus action on detection of virus file such as remove, ignore, quarantine, repair.
· Heuristic analysis: Used to detect previously known virus files as well as variants of known virus files.  Anti-virus gives labels or single signature in anti-virus database on virus file but if virus file develops, spread in different variants and forms, then the user can employ rules such as performing a virus files ex deleting and modifying other files. 
· Real-Time Detection: Also known as Behavioural analysis, used to detect and monitor the behavioural of running process, deals with hidden codes and encrypted process.
· Root Kit: Some types of Malware and viruses used to gain administrator privileges. Anti-virus scans for Rootkit Malware and tries to fix. Rootkit Malware is capable of change in operating system files; this can lead to re-installation of entire operating system.
· Sandbox detection: Used to protect from unknown files, instead of running unknown files on PC, it runs on virtual environment.
· Deep Neural Network: Self learning algorithms used to detect new viruses, based on rules and predication, gives approximately 95% and 0.1 false positive results. According to. Saxe et-al the main reason for this is by understanding all binaries without filtering, unpacking, or separating binary ﬁles into different categories.
· Anti-virus update: As all commercial vendors widely uses Signature based and Heuristic techniques, it’s also required to conduct required continuous updates to detect new viruses.
Table 1 comparison of Identification methods in anti-viruses
	
	Signature-based detection
	Heuristic-based detection
	Sandbox detection
	Data mining techniques
	Rootkit detection
	Real-time protection

	Reads pattern
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	Required updates
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	Uses virtual machine
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	Admin rights
	
	
	
	
	
[image: Check mark symbol]
	

	Actions and rules
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	Real time monitoring
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	Machine Learning
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	Used commercially
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Table 1 show the virus detection techniques used in anti-virus. Our main focused signature based and heuristic detection, because most of known commercial vendors uses these two defections, for instance  Kasperky, Eset, Avira,  Norton and AVG.

Crypters- Crypter are tools or applications used to bypass anti-virus. Crypter has two basic functions, encryption and decryption. Crypter encrypt the Malware file and embed code compiler in it. The compiler code called stub used for decryption the Malware at run-time and start execution. There are two types of Crypter, scan-time Crypter and run-time Crypter. Scan time Cryper are used to protect virus Malware files which are not in execution state and  run-time Crypter used to protect both execution state or not in execution.

Scope:
 From January 2017 I will start work on my proposed research. I will meet my supervisor once a week for reporting my research. On each meeting I will show my purposed research work compared with existing approaches.
Method :
1. Perform literature review on Bypassing anti-virus.
2. Discuss existing techniques used for bypassing anti-virus.
3. Comparison between binary editing, packing and recompilation techniques used in anti-virus bypassing. 
4. Find results of existing approaches. 
5. I chosen Crypter technique used to bypass anti-virus because it completely change and re-write entire binaries or hex code of virus file. 
As I mentioned, I will add more options in Crypter defined in Purposes and will scan output file with all existing anti-virus.
Timetable:
	Tasks
	Date

	Complete literature review by 
	10 Feb

	Complete existing techniques discussion by
	25 Feb

	Complete comparison of existing techniques 
	1 Mar

	Finding results of existing techniques  
	15 Mar

	Model and testing of purposed technique
	15 Apr

	Finding results of  purposed technique   
	22 Apr

	Presentations                                                       
	10 May

	Complete Final Report 
	20 May


[bookmark: _GoBack]Table 2 DELIVERABLES AND PROGRAM SCHEDULE

			    


Reference 
1 : Tasiopoulos, Vasilis G., and Sokratis K. Katsikas. "Bypassing antivirus detection with encryption." Proceedings of the 18th Panhellenic Conference on Informatics. ACM, 2014
2 : Memos, Vasileios A., and Kostas E. Psannis. "A New Methodology Based on Cloud Computing for Efficient Virus Detection." New Trends in Networking, Computing, E-learning, Systems Sciences, and Engineering. Springer International Publishing, 2015. 37-47.
3: Τασιόπουλος, Βασίλειος Γ. "Bypassing antivirus detection with encryption." (2015).
4: Szor, Peter (2005). The Art of Computer Virus Research and Defense. Addison-Wesley. pp. 66–67. ISBN 0-32-130454-3
5 : Naveen, Sharanya. "Anti-virus software". Retrieved 31 May 2016.
6 : Kaspersky support “https://support.kaspersky.com/11246”
7 : wikipidia “Terminology - F-Secure Labs".
8 : Szor, Peter (2005). The Art of Computer Virus Research and Defense. Addison-Wesley. pp. 66–67. ISBN 0-32-130454-3
9 : Saxe, Joshua, and Konstantin Berlin. "Deep neural network based malware detection using two dimensional binary program features." 2015 10th International Conference on Malicious and Unwanted Software (MALWARE). IEEE, 2015.

image1.GIF




